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WHAT IS CLAIMED IS: 

1 . An information processing apparati 
comprising; 

storage means for storing data; 

electronic watermarking means £or applying an 
electronic watermark to said data ystored in said 
storage means; 

instruction means for instructing said electronic 
watermark means to employ a timing for applying an 
electronic watermark to said data; and 

setting means for arbitrarily setting said timing 
for each data set stored An said storage means. 
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2. An information/ processing apparatus according 
to claim 1, further comprising: 

communication means for transmitting said data 
stored in said storage means, 

wherein said setting means is capable of 



arbitrarily setting a 



for storing said dat< 



least a timing for transmitting 



said data from said CDmmunication means, and a timing 



in said storage means, 



3. An information processing apparatus according 
to claim 1, further/ comprising: 
25 output means /for outputting said data from said 

storage means ; 

wherein said setting means is capable of 
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arbitrarily setting at least a timing for output£d_ng 
said data from said output means, and a timing/f or 
storing said data in said storage means, 

i 4. An information processing app/ratus according 

to claim 3, wherein said output rnean^ outputs data 
after an electronic watermark has peen removed from 
said data. 

10 5. An information processing apparatus according 

to claim 4, further comprisi/ng: 

display means for providing a display based on 
said data output by said output means, 

wherein said display means displays said data 
15 while an electronic watermark is applied for said data, 
and 

wherein said output means outputs data after an 
electronic watermark Has been removed from said data. 
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6. An information processing apparatus according 
to claim 3, wherein said output means outputs said data 
by using an output device that is capable of 
communicating with ^aid information processing 
apparatus . 

7. An information processing apparatus according 



to claim 6, wherein said output means employs said 
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ark from 



and to output the resultant data, 



^"SB- An information processing apparatus according 
to clBim 6, whereiV when the output of said data is 



completed, said outp^ 
from said information 1 



t device deletes data received 
processing apparatus . 



9 . An information processing apparatus according 
10 to claim 6, wherein, diiring the data output process, 
said output device does\ not halt said data output 
process even upon recei^ng of a halting instruction. 
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10. An information processing apparatus accord j 
to claim 1 , wherein said electronic watermarking" means 
is capable of using a^^jxl^HralTTEy^of methods to apply an 
electroniCxW^termark , and 

therein said setting means is capable of 
fesignating an electronic watermarking method for said 
data. 
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S 11. An information processing apparatus according 
VP' \ \ 

to claim 10, wherein said plurality of electronic 
watermarking methods Include at the least a first 
method for employing/ an electronic watermark as visible 
information, and a ysecond method for employing an 
electronic watermark as invisible information. 



V 
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12. An information processing apparatus according 



to claim 10, wherein \said plurality of electronic 
watermarking methods include at the least a third 
method for employing ajn electronic watermark as 
removable information, 1 and a fourth method for 
employing an electroniq; watermark as unremovable 
information . 



13. An information processing apparatus according 



to claim 1, wherein sai 
designating watermark in 



10 to claim 1, wherein saic$ setting means is capable of 

ljformation that is to be applied 
to said data by said electronic watermarking means, and 

wherein said electr Dnic watermarking means 
applies, to said data, said watermark information 
15 designated by said setting means. 



14. An informatioij processing apparatus according 
to claim 13, further comprising: 

management means for managing said watermark 
20 information designated jby said setting means, 

wherein said electronic watermarking means is 
capable of employing a/ plurality of electronic 
watermarking methods, /and 

wherein said management means employs a common 
25 form to manage said Watermark information, regardless 
of whether said watermark information has a different 
form. 
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15. A communication network comprisii 
an information processing apparatus for applying 

an electronic watermark for data; 

an output device for outpdtting data, 
said information processing apparatus including 
storage means/ for storing data, 

electronic/watermarking means for applying an 
electronic watermark to said data stored in said 
storage means, 

instruction means for instructing said 
electronic wartermark means to employ a timing for 
applying arr electronic watermark to said data, and 

setting means for arbitrarily setting said 
timing/for each data set stored in said storage means. 

16. A communication network according to cl^KUn 
15, further comprising: 

communication means for transmitting/to said 
output device said data stored in said/storage means, 

wherein said setting means is ^capable of 
arbitrarily setting at leasytf^k taming for transmitting 
said data from said communica^uiow^means, and a timing 
for storing said data in ^ara storage means. 



25 17. A communication network according to claim 

15, wherein saidXsetting means is capable of 
arbitrarily/^etting at least a timing for outputting 
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said data from said output device, and a timing for 
storing said data in said storage means . / 

18. A communication network according to claim 
15, wherein said output device outputs/data after an 
electronic watermark has been removed from said data* 

19. A communication network according to claim 
15, further comprising: / 

a display device for providing a display based on 
said data output by said oiycput device, 

wherein said display /ievice displays said data 
while an electronic watermark is applied for said data, 
and f j\ 

wherein said outpul^d^vice outputs data after an 
electronic watermarkVn^s been removed from said data. 

20. A communication network according to claim 
15, wherein, when l/he output of said data is completed, 
said output devices deletes data received from said 
information processing apparatus. 

21. A communication network according to claim 
15, wherein, cLuring the data output process, said 
output devicer does not halt said data output process 
even upon receiving of a halting instruction. 
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22. A communication network according to claam 
15, wherein said electronic watermarking means/Is 
capable of using a plurality of methods to gpply an 
electronic watermark, and 

5 wherein said setting means is capahie of 

designating an electronic watermarking/method for said 
data. 

23 . A communication network /According to claim 
10 22, wherein said plurality of electronic watermarking 

methods include at the least a yirst method for 
employing an electronic watermark as visible 
information, and a second meth/od for employing an 
electronic watermark as inv^s^ble information. 

15 

24. A communication h^tfyorte according to claim 
22, wherein said plurality ]fff electronic watermarking 
methods include at the leasft a third method for 
employing an electronic watermark as removable 

20 information, and a fourth/ method for employing an 
electronic watermark as unremovable information. 



25. A communication network according to claim 
15, wherein said setting means is capable of 
25 designating waterma/k information that is to be applied 
to said data by said electronic watermarking means, and 
wherein said electronic watermarking means 
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applies, to said data, said watermark informal 
designated by said setting means. 
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26. A communication networjf according to claim 
25, further comprising: 

management means for managing said watermark 
information designa^d^Dy' said setting means, 

wherein said ejlLec^ronic watermarking means is 
capable of employing /a^^lurality of electronic 
watermarking method^ , yand 

wherein saidr management means employs a common 
form to manage/said watermark information, regardless 
of whether i^aid watermark information has a different 
form. 
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27. A control method for an inf orma-^i<5n 
processing apparatus comprising: 

a storage step of storing d^ta; 

an electronic watermarking step of applying an 
electronic watermark to sa^ data stored at said 
storage step; 

an instruction s^fep of instructing said electronic 
watermark means to ^employ a timing for applying an 
electronic watermark to said data; and 

a setting/step of arbitrarily setting said timing 
for each data set stored at said storage step. 
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28. A control method according to claim 
further comprising: 

a communication step of transmitting^ said data 
stored at said storage step, 
5 wherein at said setting step, aif least a timing 

for transmitting said data at said/communication step, 
and a timing for storing said date at said storage step 
are capable of being arbitrarily set. 

10 29. A control method according to claim 27, 

further comprising: 

an output step of out^utting said data at said 
storage step, 

wherein at said setft/Lng/Vptep^r at least a timing 
15 for output ting said dataV said output step, and a 

timing for storing said /data at said storage step are 
capable of being arbitrarily set. 

30. A control method according to claim 29, 
20 wherein at said output step, data are output after an 
electronic watermark /has been removed from said data. 



31. A control /method according to claim 30, 
further comprising: 
25 a display step of providing a display based on 

said data output /at said output step, 

wherein at/ said display step, said data are 



- 147 - 



displayed while an electronic watermark is applied 
said data, and 

wherein at said output step, data are output after 
an electronic watermark has been removed from said 
data. 
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32. A control method according tro claim 29, 
wherein at said output step, said dsita are output by 
using an output device that is capable of communicating 
with said information processing apparatus. 
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33 . A control method a< 
wherein at said output step,, 
employed to remove an 
and to output the resultant 



jfcoi^ing to claim 32, 
safl-gf^otrtput device is 

watermark from data 
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34. A control method according to claim 32, 
wherein, when the output of /said data is completed, 
said output device deletes data received from said 
information processing apparatus. 



25 



35. A control method according to claim 32, 

wherein, during the datya output process, said output 

device does not halt ^aid data output process even upon 
receiving of a halting instruction. 



36, 



A copxrol method according to claim 27, 
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wherein at said electronic watermarking step% a 
plurality of methods are available to apjzfly an 
electronic watermark, and / 

wherein at said setting step, an electronic 
5 watermarking method for said data Is capable of being 
designated. / 

37. A control method according to claim 36, 
wherein said plurality of electronic watermarking 
10 methods include at the least ja first method for 
employing an electronic watermark as visible 
information, and a second method for employing an 
electronic watermark as inyjLsible information. 

15 38. A control method/ according to claim 36, 

wherein said plurality oKJe^ectronic watermarking 
methods include at the least a third method for 
employing an electronic watermark as removable 
information, and a fourth! method for employing an 

20 electronic watermark as unremovable information. 

39. A control method according to claim 27, 
wherein at said setting /step, watermark information 
that is to be applied to said data at said electronic 
25 watermarking step is ^capable of being designated, and 

wherein at saija electronic watermarking step, said 
watermark information designated at said setting step 
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is applied to said dal 
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40. A cqrvtrol method according to claim 39, 
further comprising: 

a management step of managing said watermark 
designated at said setting step, 

said electronic watermarking step, a 
plu^-alitVI of electronic watermarking methods are 
avai\L^Die, and 

/herein at said management step, a common form is 
employed to manage said watermark information, 
regardless of whether said watermark information has a 
different form . 
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41. A control method for a communication network, 
which includes an information processing apparatus 
which is capable of applying an electronic watermark 
for data and an output device that/is capable of 
outputting data, said control method comprising: 
a storage step of storing data; 

an electronic watermarking step of applying an 
electronic watermark t/6 said data stored at said 
storage step; 

an instruction step of instructing said electronic 
watermark mear*s to employ a timing for applying an 
electronic/watermark to said data; and 

""setting step of arbitrarily setting said timing 
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42. A control method according to claim 41/^ 
further comprising: 

a communication step of transmitting, Ao said 
output device, said data stored at said Storage step, 
wherein at said setting step, at /east a timing 
for transmitting said data at said communication step, 
and a timing for storing said data /at said storage step 
are capable of being arbitrarily yset. 



43. A control method 
wherein at said setting st£p,/at 
outputting said data from 
timing for storing said da1 
capable of being arbitrarily set. 



ing to claim 41, 

east^a timing for 
ftput device, and a 
said storage step are 



44. A control method according to claim 41, 
wherein said output deviJce outputs data after an 
electronic watermark has been removed from said data, 



45. A control method according to claim 41, 
wherein said communication network further comprises: a 
display device for providing a display based on said 
data output by sai£ output device, 

wherein said' display device displays said data 
while an electronic watermark is applied for said data, 



and 

wherein said output device outputs data afte^cin 
electronic watermark has been removed from said data. 

46. A control method according to <z?laim 41, 
wherein, when the output of said data iLs completed, 
said output device deletes data received from said 
information processing apparatus. / 

47. A control method according to claim 41, 
wherein, during the data outout process, said output 
device does not halt said data output process even upon 
receiving of a halting irfisfcruction. 

48. A control meWip^according to claim 41, 
wherein at said electronic watermarking step, a 
plurality of methods are available to apply an 
electronic watermark, and 

wherein at said setting step, an electronic 
watermarking method for said data is capable of being 
designated. / 

49. A control method according to claim 48, 
wherein said plurality of electronic watermarking 
methods included at the least a first method for 
employing an /electronic watermark as visible 
information, and a second method for employing an 
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electronic watermark as invisible information. 

50. A control method according tof claim 48, 
wherein said plurality of electronic /watermarking 
5 methods include at the least a third method for 
employing an electronic watermark/ as removable 
information, and a fourth method for employing an 
electronic watermark as unremovable information. 

10 51. A control method according to claim 41, 

wherein at said setting step, watermark information 
that is to be applied tp--said data at said electronic 
watermarking step is cmpabM^p£ being designated, and 

wherein at said electronic watermarking step, said 

15 watermark information designated at said setting step 
is applied to said data! 

52. A control merhod according to claim 51, 

further comprising: / 
20 a management step of managing said watermark 

information designated at said setting step, 

wherein at saia electronic watermarking step, a 

plurality of electronic watermarking methods are 

available, and / 
25 wherein at ^aid management step, a common form is 

employed to marrage said watermark information, 

regardless off whether said watermark information has a 
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different form. 



15 



said electronic 
applying an 



53 . A storage medium on which a computeryreadable 
control program is stored to control an information 

5 processing apparatus, said control prograijr comprising: 
a storage step of storing data; 

an electronic watermarking step c/f applying an 
electronic watermark to said data stored at said 
storage step; 
10 an instruction step of instr/ictirt'g 

watermark means to employ a timi^ig for/ 
electronic watermark to said/dafcef ; an£ 

a setting step of arbit|ra£#54s^etting said timing 
for each data set stored at s^fid storage step. 

54. A storage medium according to .claim 53, 
wherein said control program further comprises a 
communication step of transmitting said data stored at 
said storage step, and 

20 wherein at said seating step, at least a timing 

for transmitting said data at said communication step, 

and a timing for storing said data at said storage step 

are capable of being /arbitrarily set. 



25 55. A storage medium according to claim 53, 

wherein said control program further comprises an 
output step of outputting said data at said storage 
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step, and 

wherein at: said setting step, at least a timing 
for outputting said data at said output step, ai>d a 
timing for storing said data at said storage/step are 
capable of being arbitrarily set. 
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56. A storage medium according Jco claim 55, 
wherein at said output step, data are output after an 
electronic watermark has been removed from said data. 

57. A storage medium according to claim 56, 
wherein said control program/ further comprises a 
display step of providing ef display based on said data 
output at said outpuj 

wherein at sai<p disjWLay step, said data are 
displayed while an ^lecyyfronic watermark is applied for 
said data, and 

wherein at said ybutput step, data are output after 
an electronic watermark has been removed from said 
data. 
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58. A storage medium according to claim 55, 
wherein at said output step, said data are output by 
using an output /device that is capable of communicating 
with said information processing apparatus . 



59. A ystorage medium according to claim 55, 
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wherein at said output: step, said output device 3^*^ 
employed to remove an electronic watermark f^om data 
and to output the resultant data. / 

5 60. A storage medium according/to claim 53, 

wherein at said electronic watermarking step, a 
plurality of methods are available to apply an 
electronic watermark, and / 

wherein at said setting /step, an electronic 
10 watermarking method for s^Jja data is capable of being 
designated. \ i\ J 

61. A storage medWf according to claim 60, 
wherein said plurality ybf electronic watermarking 
15 methods include at the/ least a first method for 
employing an electronic watermark as visible 
information, and a second method for employing an 
electronic watermark/ as invisible information. 

20 62. A storage /medium according to claim 60, 

wherein said plurality of electronic watermarking 
methods include at /the least a third method for 
employing an electronic watermark as removable 
information, and a/ fourth method for employing an 

25 electronic watermark as unremovable information. 



63. A storage medium according to claim 53, 
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wherein at: said setting step, watermark information 
that is to be applied to said data at said, 
watermarking step is capable of being designated, and 

wherein at said electronic watermarking step, said 
watermark information designated said setting step 
is applied to said data. 



64. A storage mediuiri y6ccjb/c3±ng to claim 63, 
wherein said control progi/am^f urther comprises a 
management step of managing said watermark information 
designated at said setting step, 

wherein at said ^electronic watermarking step, a 
plurality of electr^niic watermarking methods are 
available, and 

wherein at sfaid management step, a common form is 
employed to manfage said watermark information, 
regardless cvr whether said watermark information has a 
d i f f erent/t orm . 



